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Abstract 
Spam isa junk mail that increase problem through internet. Spam is 
used to steal some confidential information. Spam also spread 
Worms, Viruses, Trojans and cookies.The free availability of e-mail 
service helps the medium for sending unsolicited advertising and bulk 
e-mail. Filtering of spam mails is a critical issue in cyber security. 
Spamming is one of the major threats where attackers perform single 
attack and make multiple machines in a network as compromised 
machines. An effective design and implementation is needed to 
monitor and detect spam attacks in a real time network. The research 
resolves spam problem by developing an appropriate filter for the e-
mail.In this paper, Bayesian filter is used to filter the spam mail. The 
Bayesian filter identifies legitimate and illegitimate spam mail based 
on the spam keywords present in the e-mail. 
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Spam, e-mail, phishing attacks, Virus, Worms & Trojan.  

1. INTRODUCTION  

Internet is a global system of interconnected computer 
networks that provides the communication to different users in 
different platforms. Compromised machines (also known as 
zombies)in the internet allows the intruders to launch various 
security attacks such as DDoS, spamming, sniffing, spoofing 
and launch different virus. Now days, E-mail (Electronic mail) 
communication plays a great role in the human life due to its fast 
and free availability, lower or free cost. Today, e-mail and chat 
services are the most common, instantaneous and successful 
internet applications, which are threatened by spam mails and 
spam chats. These services can be accessed using mobile 
internet or low speed internet.  

Spam mails are the electronic messages posted blindly 
to thousands of recipients, usually contains advertisement. It 
represents one of the most serious and urgent information 
overloaded. Spam mails can be an advertisement or notification 
of phishing website, medicines advertisements, adult content 
etc.Spammers collect e-mail addresses from chat rooms, public 
networking websites, customer lists, newsgroups, and worms. 
Spam wastes a mass of network resources that are very 
important for network users. Many spam mail performs 
malicious attack which would seriously crack the user’s 
system.Without a spam filter, one email user might receive over 
hundreds of mails daily and find that most of them are of spam 
category. Spam mails consume unnecessary traffic over the 
internet as well as email service provider. Moreover, receiving 
spam mails are of no use for email users.  

In this paper the spam filtering has been addressed with 
the aid of Bayesian algorithm. This algorithm identifies the spam 
e-mail after receiving the message and classifies it as spam or 
non-spam (legitimate). 

   

2. SPAMMER APPROACHES AND ATTACKS 

Spam has caused some serious problems.Firstly, it 
wastes a mass of network resources thatare very important for 
network users, especiallythose in enterprises or corporations. 
People needto spend a lot of time to deal with spam every 
day.Attackers get the control over the machines, to launch the 
attacks on targeted machine, which are formally known as 
drones, bots, zombies or compromised machines. In e-mail 
applications these are called as spam zombies because these 
zombies generate huge number of spam messages to launch the 
attack on the target machine. 

There are many techniques adopted by the spammer or 
attackers to collect and store the email addresses or personal 
information etc.  

• Unsolicited Bulk E-mail (UBE) unsolicited email, sent 
in large quantities of mail. 

• Unsolicited Commercial E-mail (UCE) commercial     
e-mail contains advertisement. 

Currently, a lot of social networking sites exits over WWW. 
Some sites are really useful but some creates spam mails over 
the mailbox. With social networking sites ,when a person joins 
some social networking website ( like facebook.com etc.), then 
these social site use some script to approach contacts of that 
person and send invitation to his contacts to join the same social 
site. Many times they fill spam mails in peoples’ inbox using 
this approach. There are also several attacks over the mailbox by 
the spammers. Some spammers generate spam mails over the 
mailbox using the manual script but some use machine 
generated scripts to generate the spam mails. Spamming is an 
important threat plaguing the internet from the past decades. 
More than 75% of traffic is spam and in that 0.4% is malicious. 

Figure.1 shows the user mail box which contains spam 
advertisement mail. The attacker floods these spam mails by 
using the collection of compromised machines known as botnet 
or zombie army to the target machines. These compromised 
machines are called spam zombies. Spam is also a medium 
for 0T 0T1Tfraudsters0T1T 0Tto 0T 0T1Tscam0T1T 0Tusers into entering personal information 
on fake Web sites using emails forged to look like original. This 
is known as0T 0T1Tphishing1T.  
 

http://en.wikipedia.org/wiki/Fraudster
http://en.wikipedia.org/wiki/Scam
http://en.wikipedia.org/wiki/Phishing
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Fig.1. Spam Mailbox 

 

 
Fig.2. Spam Mail 

The Fig.2 shows the fake mail from Reserve Bank of India 
represent cash prize. 

 

• Spammers regularly scan UseNet to get email address. 
• Spammers get the email address from the mailing list. 
• Spammers use malicious program which spider through 

web pages and locate the email address. 
• Spammers get the email address from printed material, 

e.g., professional directories and proceedings. 
• From Internet Relay Chat the spammers can get the 

email address. 
• Spammer uses a hoax to convince people to give their 

valid e-mail addresses 

3. RELATED WORK  

Spam filter is a piece of software that is used to filter 
the spam mails based on the content and rules adhered by its 
corresponding software. Every single spam filter has its own set 
of rules through which the spam is filtered from spreading across 
the network. It involves the content of the spam, address of the 
users and where it is redirecting to etc. Based on these 
parameters it judges, whether an email is a spam or not.Many 
models have come into existence in order to reduce the amount 
of mail spam transfer across the network. Despite the awareness 
of spam mails, productive efforts have not been developed for 
the network administrator to monitor the status of clients in the 
network. 

3.1 SPAM SIGNATURE GENERATION BASED 

FRAMEWORK 

The aim of this model is to analyze the behavior of spam in 
the network through its characteristics and properties. This 
behavioral analysis identifies the spam loop holes in the network 
thus helping the future strategies for the prevention of spam 
spread across the network. This mechanism is developed based 
on the framework AutoRE which identifies the spam attackers 
based on the signatures from the exchange of messages. This 
framework is based on the signature based worm and virus 
detection systems.  

Disadvantage: The degree of burstiness in the real time is 
one more major drawback that is faced by this frame work. It 
does not provide any clarity about how well it is performed in  
real time for the spam campaigns. 

Spam signatures contributed to analyze spam involved 
machines through URL signatures and succeeded in black listing 
in small networks. Spam killer is one of the tools that resolve the 
filtering of spam, to some extent, but much is focused on the 
emails that are redirected to inbox. It does not involve in 
identifying the client or spam details in the small/large networks. 

In literature, there are many techniques described for the 
detection of spam and mail filtering. Some popular methods for 
filtering and refusing spam include 0T 0T1Temail filtering0T1T 0Tbased on the 
content of the email, DNS-based black hole lists ( 1TDNSBL1T), 0T 0T1Tgrey 
listing1T, 0T  0T1Tspam traps1T, Enforcing technical requirements of email 
( 1TSMTP1T), checksumming systems to detect bulk email, and by 
putting some sort of cost on the sender via a 0T 0T1TProof-of-work 
system0T1T 0Tor a 1Tmicropayment1T. Each method has its own strengths 
and weaknesses. 

4. PROPOSED METHODOLOGY  

A single compromised machine with its effective 
transmission capacity to launchvarious attacks can violate entire 
network in short time. Different kinds of attacks includedenial of 
service attacks, stealing user identities, malware and spamming. 
With theexistence of the large number of affected terminals, it 
has become a significant problemfor the identification to the 
network administrators.One approach  to detect the spam mails, 
is to use the Bayesian calculation for single keyword sets and 
multiple keywords sets, along with its keyword contexts to 
improve the spam detection. 

http://en.wikipedia.org/wiki/Email_filtering
http://en.wikipedia.org/wiki/DNSBL
http://en.wikipedia.org/wiki/Greylisting
http://en.wikipedia.org/wiki/Greylisting
http://en.wikipedia.org/wiki/Spamtrap
http://en.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
http://en.wikipedia.org/wiki/Proof-of-work_system
http://en.wikipedia.org/wiki/Proof-of-work_system
http://en.wikipedia.org/wiki/Micropayment
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It maintains some keywords list, which can easily be pointed out 
as some words or content in the incoming mail then perform the 
detection operation. Many times when a person clicks a URL 
which is present in his mailbox, (that URL has been provided by 
the spammers) then mail address of the person is captured by the 
spammer and is easily inserted in spammer’s database.  

Bayesian is a learning technology that allows your 
system to learn what you consider spam and then use 
complicated algorithms to analyze incoming messages to 
determine whether they are spam are not. Based on words and 
other characteristics in the message, the Bayesian statistical filter 
determines a probability that the message is spam based on 
previous known spam versus e-mail considered acceptable. 
Proposed spam detection approach, follow the few steps to 
identify the spam mails which are as follows:  

A knowledge base is maintained at mail server for each user 
which stores the spam keywords (already defined by the specific 
user).During this step, proposed approach analyzes the keywords 
of mails with the keywords knowledge base of spam which is 
prepared by the particular user for detection of spam. Using the 
result it decides that incoming mail belongs to the spam category 
or not. If incoming mail has not been declared as “spam” then it 
executes the other steps to identify the spam mails.  

• This algorithm has the feature of implementing in any 
organization accordingly to the user. Though it takes a 
couple of weeks to analyze the email behaviors, it can 
distinguish well and gets updated with the new spam 
techniques. 

• It provides sensitivity to the client and adapts well to 
the future spam techniques. 

• Even if the spam word is slightly modified, this 
algorithm still succeeds and notices the spam content. 

The Bayesian method takes the whole message. It 
recognizes keywords from the message andidentifies spam, but 
it also recognizes words that denote valid mail. Naive Bayes 
spam filtering is a baseline technique for dealing with spam that 
can tailor itself to the mail needs of individual users and give 
low false positive spam detection rates that are generally 
acceptable to users. It also minimizes the number of required 
observations to detect a spam zombie. The Bayesian technique is 
sensitive to the user. It learns the email behaviors of the 
company and understands it. 

Naive Bayes (NB) is efficient for inference tasks. However, 
Naive Bayes is based on a strong independence assumption of 
the variables involved. Surprisingly, the method gives good 
results even if the independence assumption is violated. NB is a 
special and simple case of Bayesian Network. Naive Bayes was 
used to detect new, previously unseen malicious executables 
accurately and automatically. The method was compared with 
atraditional signature-based method, and it is more than doubled 
the detection rates for new malicious executables. 

5. IMPLEMENTATION AND ANALYSIS  

The Bayesian algorithm verifies this particular word 
with the number of times it has been occurred with respect to 
organization and recognizes the spam based on the probability 
ratio. The formula used by the software to determine that is 
derived from0T 0TBayesian theorem as in Eq. (1) 

 

Pr � 𝑆
𝑊
� = Pr �𝑊

𝑆
� × Pr(𝑆) ÷ Pr �𝑊

𝑆
� × Pr(𝑆) + Pr �𝑊

𝐻
� × Pr(𝐻)    

(1) 

Where: 

• Pr(S/W)0T 0Tis to calculate that the mail is spam 

• Pr(S)0T is the 0Tassumption that the mail is spam 

• Pr(W/S)0T is the 0Tspam keywords present in the mail 

• Pr(H)0T is the 0Tassumption that the mail is non-spam 

• Pr(W/H)0T 0Tis the non spam keywords present in the mail 

Mail exchange is happening between two members. Not 
knowing anything about this message, the probability that the 
mail is spam is 50%. Now suppose some keywords represent 
spam mail.  The Bayesian theorem is used to calculate the 
probability that the mail is spam. 

Let W represent the spam and L denote keywords. So, not 
knowing anything else, the probability that S (spam mail) occurs 
is Pr(S) = 0.5 and H(non spam mail) occurs is Pr(H)=0.5. 
Suppose the send mail contains 75% of keywords of spam, 
which we denote as Pr(W/S) = 0.75. Likewise, suppose it is 
known that 15% of keywords are non spam, 
or Pr(W/H) = 0.15.Our goal is to find that the mail is spam using 
the spam keywords, Pr(S |W).  

Using the formula for Bayes' theorem, we have: 

Pr �
𝑆
𝑊
� = 0.75 × 0.50 ÷ 0.75 × 0.50 + 0.15 × 0.50 

Pr �
𝑆
𝑊
� = 5/6 ≈ 0.83 

i.e., the probability that the mail is spam 83%.  

A Bayesian filter takes each word in a message and 
looks it up in a database to see how many times that word has 
appeared messages. The Bayesian formula then lets it combine 
those counts into an overall probability estimate for whether the 
message is spam or not.The probability of occurrence of spam in 
the future is based on the past occurrences of spam. 

If any part of the e-mail occurs frequently in spam e-mails but 
not in the normal e-mail, then that part is more prone to spam 
identification. This algorithm verifies the content of an email 
against the information exchanged in the organization. Based on 
this information the bounding knowledge of the spam is filtered. 
The word that is used in an e-mail can be a spam in one 
organization and may not be a spam in another organization. 
This algorithm verifies this particular word with the number of 
times it has been occurred with respect to organization and 
recognizes the spam based on the probability ratio.  
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Fig.3.Spam Filter Process 

The content spam filter takes the input text message 
and verifies with the files present in the database. It performs the 
verification word by word and determines the content of spam 
by calculating different probabilities of spam occurrence. The 
legitimate and illegitimate spam emails can be well 
differentiated using this algorithm. The important part of this 
algorithm is, it computes the detection of spam based on the 
patterns. It identifies the block of words against its spam city 
instead of individual words for more effective detection of spam 
content in an e-mail. 

Step: 1 If (mail content matches with the spam keywords in 
database)  

Step: 2 then mail= ‘spam’;  

Step: 3; exit;  

Step: 4 else  

Step: 5 mail=’non-spam;  

Step: 6goto mail; 

• This algorithm has the feature of implementing in any 
organization according to the user.  

• It considers a complete message instead of single words 
with respect to its organization. It can be referred as the 
intelligent approach due to its message examining criteria. 

• It provides sensitivity to the client and adapts well to the 
future spam techniques. 

• Even if the spam word is slightly modified, this algorithm 
still succeeds and notices the spam content. 

6. CONCLUSIONS AND LIMITATION  

Our work is inspired by a situation of large number of 
spam mails over the mailbox, those we have easily encountered. 
To implement the proposed methodology for large mail servers, 
we need intelligent mail servers which can reduced the time 
complexity and provide better performance of spam filtering, So 

that we can easily manage higher computation load. A memory-
based approach appears to be more viable, but great care is 
needed to configure the filter appropriately.  
        A spam detector is developed, which can monitor and 
detect the machines involved in spam across the network. This is 
based on a spam filtering algorithm that has the efficiency of 
detecting high percentage of spam. It can differentiate spam and 
non-spam affected machines in a network of any size. 
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